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	Forms of classes, the realization and number of hours 

	A. Forms of classes
	Lectures, problem sessions

	B. The realization of activities
	Lecture with discussion, multimedia presentation, problem solving

	C. Number of hours
	20 (lecture) + 10 (problem session)

	Suggested prerequisite knowledge

	Elements of Linear Algebra, Foundations of Physics

	Brief description of the course

	The course describes the basics of quantum mechanics and some quantum resources such as entanglement and Bell nonlocality. It further introduces today's used quantum cryptographic protocols, such as BB84, E91, and B92, as well as fundamental facts about lower bounds on the key rate achievable by quantum means both in a single shot and asymptotic case. Further, device-independent and semi-device-independent quantum key distribution is introduced and thoroughly discussed. The challenges and theory of design of the future quantum Internet are described in detail, including the generations of quantum repeaters. Finally, the upper bounds on the secret key rate are presented both in device-dependent and device-independent quantum key distribution regimes.

	Course contents

	1. Introduction to quantum information theory formalism, phenomena of entanglement and Bell non-locality
Axioms of the Quantum Mechanics, von-Neumann measurement and POVMs, elements of information theory including the notion of Shannon entropy, mutual information and conditional mutual information and their quantum counterparts, the notion of entanglement, the protocol of teleportation and entanglement swapping, the notion of non-locality, Bell inequalities including CHSH and Chain Bell inequality.
2. Quantum key distribution protocols
Threats to classical cryptography by quantum computing (elements of Shor’s and Simon’s algorithm for breaking RSA and some non-quantum block ciphers). Protocols including BB84, E91, B92, SARG04, and the performance of some of them. Lower bound on key-rate achievable by Devetak-Winter protocol. The idea of security of the BB84 (Shor-Preskill proof). Definitions of min and max entropies, single shot lower and upper bounds on secret key rates (Renner-Renes bounds).   
3. Device and semi-device-independent quantum key distribution
Standard Quantum Device Independent protocol based on (3,2,2,2) scenario, the idea of the proof of security in a) iid scenario including technique based on Jordan’s lemma b) non-iid – based on the entropy accumulation theorem. Overview of the variants of these protocols. Lower bounds on their performance, the definition of several loopholes, 3 Experimental realizations of QDI protocol that cover the loopholes. Semi-device independent protocol by Pawłowski & Brunner, their variants and performance. The scenario of the non-signaling adversary, the protocol of Hänggi & Renner in this scenario.
4. Quantum secured-Internet challenges and achievements
The challenge of no-cloning theorem, three generations of Quantum Internet, comparison of the latter, practical distillation protocols including DEJMS and EPL-D and their optimization, key repeaters no-go, Christandl-Ferrara bound, optimization involved in network layers. Model inspired by TCP/IP stack: Application, Transport (qubit transmission), Network(long distance entanglement), Link (robust entanglement generation), and Physical (attempt entanglement generation).  Quantum Network and Link Layer protocols.
5. Upper bounds on QKD key rates 
Upper bounds on device-dependent quantum key distribution based on entanglement measures – squashed entanglement and relative entropy of entanglement, multiplex channel-based upper bounds on device-dependent key for states and channels, Upper bounds on quantum device independent key via intrinsic non-locality, cc-reduced squashed non-locality and relative entropy of entanglement, the gap between device independent and dependent key, the paradigm of non-signaling eavesdropper and upper bounds on key rates in the latter scenario.
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